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ABSTRACT
This study aims to assess the perceived and actual benefits of Al-driven policing and to
examine the legal, ethical, and operational challenges in Pakistan, focusing specifically
on urban centers. Al technologies such as facial recognition, predictive analytics, and
automated surveillance are being increasingly deployed in Pakistani law enforcement.
However, this technological expansion has occurred in the absence of robust regulatory
frameworks and public accountability mechanisms, raising concerns about civil liberties
and democratic oversight. This is a qualitative secondary research study based on
thematic analysis of academic literature, official reports, legal documents, and civil
society publications. The findings indicate uneven implementation across cities, a lack of
algorithmic transparency, and significant institutional capacity deficits. While Al offers
improvements in surveillance and crime detection, its unregulated use poses risks to
privacy and social equity. The study calls for a national legal framework, independent
oversight bodies, and inclusive governance to ensure ethical and rights-based Al
policing.
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Introduction

Digital technologies are already radically changing the landscape of law
enforcement, especially Artificial Intelligence (Al). Police institutions across the globe are
starting to implement Al technology to transform the classic methods of policing in favor
of more foreseeable, actively reactive, and surveillance-driven approaches to community
security. This is not simply a technological change, but a rearrangement of the terms of
the state and its subjects, a transformation of how criminality is pre-empted, how
suspects are found, and how justice is achieved (Ferguson, 2019; Joh, 2017). Artificial
Intelligence in its different applications in face recognition, machine learning, video
analytics, natural language processing, and predictive modeling, has emerged as the
cornerstone of an activity that scholars refer to as smart policing (Brayne, 2017). With
complex algorithms, real-time analysis of huge datasets, identification of behavioral
patterns, recognition of faces and license plates, even flagging suspicious activities is
possible using Al systems. Such capabilities will contribute to safer crime prevention,
minimizing human mistakes, and maximizing the law enforcement budget in ever more
complicated urban areas (Garvie, Bedoya, & Frankle, 2016).

Policing that is Al-based has already been institutionalized in different measures
in countries such as the United States, China, and the United Kingdom. The example is
China or its so-called Skynet project that connects to more than 600 million surveillance
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cameras featuring facial recognition technology to track the movement of people (Mozur,
2018). Police departments in the U.S. have been implementing predictive algorithms to
predict crime hotspots and thus better patrol them, and in the UK, an experiment was
conducted over live facial recognition in the event of a demonstration. Yet, with the
emergence of such technological advancements, there have been valid concerns of
algorithm bias, racial profiling, and privacy invasion, as well as that of transparency and
accountability (Buolamwini & Gebru, 2018; Eubanks, 2018). In the case of Pakistan, a state
that faces a complex set of security issues, including terrorism and sectarian violence as
well as crime in urban areas and insurgency, there is a sentiment among many
policymakers that the use of Al in policing models is not only desirable but also
unavoidable. In major cities, including Lahore, Islamabad, Karachi, etc., the chronic
problems are the police departments are not well equipped with the resources, criminal
databases are outdated and responses are slow and there is no formula of inter agency
coordination. Such drawbacks are even worsened by population pressure, political
instability, and increasing demands of the populations to become secure and efficient
(International Crisis Group, 2016). Over the past decade, Pakistan has taken tangible
steps toward integrating Al and digital technologies into its policing infrastructure. One
of the most prominent examples is the Punjab Safe Cities Authority (PSCA), established
in 2015 through collaboration between the Punjab government and Huawei
Technologies. The PSCA’s flagship project in Lahore has deployed over 8,000 high-
definition surveillance cameras across the city, linked to a centralized control room
equipped with Al-powered facial recognition and vehicle tracking systems (PSCA, 2018).
These systems not only monitor real-time activity but also assist in criminal
investigations, traffic management, and emergency response coordination. Similarly, the
Islamabad Safe City Project, launched with assistance from Chinese firms, employs an
integrated command and control center connected to thousands of cameras, automated
number plate recognition (ANPR), and GPS-enabled patrol vehicles (Dawn, 2020).
Though less developed, Karachi has initiated pilot projects involving Al-assisted mobile
surveillance vans, biometric identification systems, and proposals for crime mapping
based on digital footprints (Express Tribune, 2022).

These initiatives suggest a growing consensus among Pakistani authorities that
Al can address critical weaknesses in law enforcement capacity. There is optimism that
with the help of automation and real-time data analytics, police forces can become more
proactive, responsive, and efficient—especially in high-crime areas and during mass
public events. The ability to track suspects, prevent organized crime, and streamline
evidence management has been lauded by security experts as a “force multiplier” for
underperforming police departments (Ali & Nisar, 2021). However, this optimism must
be tempered by caution. Despite the visible deployment of Al tools in some Pakistani
cities, the legal and institutional frameworks governing these technologies remain either
underdeveloped or entirely absent. Unlike the European Union’s General Data
Protection Regulation (GDPR), Pakistan has no comprehensive data protection law. The
Prevention of Electronic Crimes Act (PECA) 2016 —the country's primary cyber law —
offers only vague provisions on surveillance, lacking explicit guidelines on biometric
data, algorithmic accountability, or oversight of Al-driven tools used by public
authorities (Shah, 2020; DRF, 2021).

Furthermore, there is a high possibility of abuse in politically divided
communities such as Pakistan. Civil liberties groups (including the Digital Rights
Foundation and Media Matters for Democracy) have also been repeatedly issuing
warnings that the adoption of facial recognition technologies and mass surveillance
systems may be applied to silence any form of dissent or persecute all those who may
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oppose the above-considered technologies (DRF, 2021). The uncertainty with regard to
algorithmic decision-making and the inability to completely communicate with the
masses add more weight to the concerns of the surveillance state. The international
investigations have also found out that most Al systems possess inherent biases which
are usually informed by biased training data. The results of a seminal study published
by Buolamwini and Gebru (2018) showed that facial recognition algorithms used by
various companies, have much higher error rates by darker-skinned women than lighter-
skinned men, which increases the presence of doubts about its use in racially and
ethnically heterogeneous societies. Although Pakistan has not carried out any mass
audits of its Al mechanisms, there is no denying the threat of racial profiling and the false
identification of individuals, especially in a place where sectarian discrimination has
been the norm and political oppression is still possible.

Literature Review

Within the past decade, the scholarly debate regarding the subject of Al-aided
policing has expanded considerably, concentrating on its effect on policing efficacy,
societal domination, citizen confidence, and legal vicinity. The use of algorithmic systems
to redefine the use of state power has been a point of study among scholars particularly
in societies where security issues are a major concern. This literature review explores key
thematic strands relevant to the Pakistani context, namely: (1) the governance of
algorithmic decision-making; (2) the sociopolitical impacts of surveillance technologies;
(3) the global digital divide in Al infrastructure; (4) human rights critiques of biometric
and Al systems; (5) Institutional Readiness and Capacity Deficits; and (6) Comparative
Perspectives on Regulatory and Legal Safeguards.

Algorithmic Governance and The Logic of Automation

Algorithmic policing systems operate within what Ziewitz (2016) calls a new
“logic of automation,” wherein decisions are increasingly offloaded to machine-based
systems with limited human oversight. Scholars such as Kitchin (2014) and Pasquale
(2015) have warned that opaque algorithmic operations reduce the space for democratic
scrutiny and may normalize surveillance as a default mode of governance. These
concerns become more pronounced in contexts where rule of law is weak or selectively
applied —as is often the case in developing countries. In the absence of algorithmic
accountability, the risk of error or bias becomes embedded in the system itself. For
instance, O’Neil (2016) argues that many predictive policing models are “weapons of
math destruction” because they rely on historical crime data that may reflect existing
institutional biases, such as over-policing of low-income communities. The problem is
not only technical but deeply political: data-driven policing can reinforce discriminatory
patterns under the guise of objectivity, particularly when algorithmic outputs are treated
as infallible (Eubanks, 2018). In Pakistan, where there is no formal Al ethics body or
algorithmic audit mechanism, such concerns take on added urgency. The unchecked
reliance on proprietary or foreign-developed systems—without public debate, legal
clarity, or operational transparency—raises fundamental questions about who is
accountable when Al systems make mistakes or produce discriminatory outcomes.

Surveillance Technologies And The State-Citizen Relationship

Another important line of literature connects the growth in the use of Al-based
technologies to monitor people to other changes in the relationship between the state and
its subjects. Information societies and flows According to Lyon, information flows allow
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surveillance societies to sort, classify and control populations, often creating patterns that
correspond to social hierarchies (Lyon, 2007). The issue of postcolonial states, such as,
Pakistan, where colonial practices of hierarchical control continue in policing
institutions, is that the new surveillance infrastructures could bolster authoritarian
governance under the rhetoric of modernization (Singh, 2020). Besides, Monahan (2009)
and Andrejevic (2007) observe that surveillance technologies have the potential of
creating an atmosphere of mistrust, especially within the open areas and lead to distrust
between the communities and the police. This is particularly applicable to the multiethnic
urban centres of the country already affected by ethnic, sectarian and linguistic minority
stigmatization and state overstretch in Pakistan. This may also alienate these groups
since they are not consulted on the deployment of surveillance, or asked to contribute.
The results of empirical research on the concept of smart policing in other Southeast
Asian countries and those of the Global South (India and Brazil) indicate that such
policing operations frequently result in more search and corresponding scrutiny of
vulnerable populations instead of crimes prevention (Kumar, 2021; Diniz, 2020). This
evidence serves as a warning to the idea of techno-solutions and the need to consider the
social and political background when looking at the effects Al may have on people on a
wider scale concerning the topic of public safety.

The Global Digital Divide in Al Infrastructure

The current literature on structural asymmetries between the Global North and
South in accessibility to Al, its design, and application has a significant literature base.
As countries in the developed world are paving the Al future path by investing huge
sums of money in research and in developing their own algorithm, most developing
nations are bound to imported technologies, many of which they have little control over
their operation, not to mention the data traffic (Taylor & Broeders, 2015). This reliance
may lead to the so-called digital subordination, in which countries have no option to
create their own Al-related tools or to audit foreign code, as Graham and Dutton (2014)
state. The majority of facial recognition, surveillance, and data analysis platforms in
Pakistan are outsourced or installed bilaterally with the Chinese firms, either Huawei
(Raza, 2019). This brings the issue of digital sovereignty, cyber security and geopolitical
power into play. According to scholars, the absence of local development capabilities
would mean Pakistan turning into a passive consumer of black box technologies.
Furthermore, in the absence of sound regulatory frameworks, such technologies can be
exploited to support civil liberties as opposed to supporting the rule of law (Ahmed,
2021). The literature therefore suggests establishing local Al talent, creating national legal
traditions-based ethical frameworks, and building native capacity.

Biometric Data, Privacy, and Human Rights

Finally, a growing literature from human rights and legal scholars critiques the
proliferation of biometric surveillance, including facial recognition, iris scans, and gait
analysis. According to Breckenridge (2014), the global biometric turn marks a shift from
universal citizenship rights to systems of identity verification based on bodily data.
While these systems can improve service delivery or national security, they also
centralize control over identity and erode the anonymity that underpins freedom of
movement and expression. Privacy scholars like Solove (2006) argue that surveillance
harms are often misunderstood: the danger lies not only in exposure, but in aggregation,
classification, and misuse. Biometric data, once compromised, cannot be reset like
passwords. In countries without data protection laws—like Pakistan—this creates a
serious vulnerability. There have already been reports of leaked national ID data from
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Pakistan’s National Database and Registration Authority (NADRA), raising concerns
about how facial recognition and video analytics tools are being integrated with existing
national databases (Digital Rights Foundation, 2021). Moreover, international human
rights law —including Article 17 of the International Covenant on Civil and Political
Rights (ICCPR)—recognizes the right to privacy as a fundamental liberty. The UN
Special Rapporteur on the Right to Privacy has repeatedly called for moratoriums on
facial recognition until robust legal safeguards are in place (UNHRC, 2020). Pakistan, as
a signatory to ICCPR, has an international obligation to ensure that emerging policing
technologies do not infringe on privacy, freedom of expression, or the presumption of
innocence.

Institutional Readiness and Capacity Deficits

Another significant strand in the literature focuses on institutional readiness for
Al deployment in policing. According to Heeks (2018), the success of Al in public sector
innovation is contingent not only on technology, but on bureaucratic culture, inter-
agency collaboration, and legal maturity. In low-resource states, institutions often adopt
technologies faster than they can regulate or understand them —a phenomenon termed
technological leapfrogging without governance anchoring. Scholars such as Ada
Lovelace Institute (2021) stress the importance of data stewardship — the ability of public
institutions to collect, store, share, and protect sensitive data responsibly. Pakistan’s
institutional frameworks for data stewardship are weak and fragmented. National
databases such as NADRA or Safe City Project repositories operate in silos, with little to
no interoperability or independent oversight (Rizvi, 2021). Moreover, the absence of
impact assessments, ethics committees, or judicial warrant requirements in surveillance
rollouts makes accountability virtually impossible. The literature also emphasizes the
challenge of human capital. Al systems require trained personnel to program, monitor,
and interpret machine-generated outputs. Pakistan’s police forces — often overburdened
and under-trained —lack dedicated digital forensics units or algorithmic audit teams
(Khan & Abbas, 2022). Without capacity-building, Al tools may be poorly implemented,
misinterpreted, or abandoned altogether.

Comparative Perspectives on Regulatory and Legal Safeguards

A comparative review of global Al-policing frameworks reveals that Pakistan
lags significantly behind in regulatory oversight. Countries like Canada and the
Netherlands have begun introducing Al-specific ethical charters, mandating human-in-
the-loop decision-making, regular audits, and community review boards (Cavoukian,
2013; Government of Netherlands, 2020). In contrast, Pakistan’s PECA 2016 contains no
references to Al, predictive analytics, biometric data use in policing, or digital due
process. The EU Artificial Intelligence Act (2021), though not yet finalized, proposes a
risk-based classification of Al systems. Applications in law enforcement are categorized
as “high-risk,” requiring strict transparency, documentation, and human oversight. Such
models could be instructive for Pakistan’s policymakers. Similarly, the UK Biometrics
and Surveillance Camera Commissioner provides independent reviews of police use of
facial recognition and makes reports accessible to the public—mechanisms absent in
Pakistan. Scholars such as Mantelero (2018) propose the principle of “data protection by
design and by default”, where surveillance systems must embed privacy safeguards
from the inception. In Pakistan, data-intensive technologies are often adopted without
privacy impact assessments or community feedback. For example, the deployment of
Safe City projects in Lahore and Islamabad occurred under executive orders without
parliamentary debate or civil society involvement (Shah, 2020). This top-down approach
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not only undermines transparency but may violate constitutional protections under
Article 14, which guarantees the privacy of the home and dignity of citizens.

Material and Methods

This study adopts a qualitative, exploratory research design based on secondary
data analysis to examine the implementation of Al-driven policing in Pakistan. Given the
limited availability of primary data on algorithmic policing in the country, this approach
allows for a comprehensive synthesis of academic literature, policy documents, legal
texts, and civil society reports. The research is based on a descriptive and interpretive
research design, which appeals to the manner in which AI technologies (e.g., facial
recognition, predictive analytics, and surveillance) are operationalized in Pakistan, and
implications of such technologies on rights, accountability, and governance. The sources
include peer-reviewed journals, organizations reports such as Punjab Safe Cities
Authority (PSCA) and the NADRA, publications such as the Digital Rights Foundation
(DRF) and the Human Rights Commission of Pakistan (HRCP). International legal
regulations, including the EU Artificial Intelligence Act and the UNHRC privacy reports,
were examined as well to give them relatively context.

Thematic content review was used to conduct the analysis and determine the
recurring patterns that included algorithmic bias, institutional capacity, and overreach
of surveillance. Although the study does not focus on a direct production of the primary
data, like interviews or field observation, however, the study gives a comprehensive
picture of cross-verification of various and credible sources. Ethical Standards were
adopted via open sourcing references, and fairness of opinions. Although enforcement
of data access and state transparency is limited, the study will provide valuable insight
on trends and dangers of Al policing in Pakistan.

Results and Discussion

The integration of Artificial Intelligence (Al) into policing frameworks in Pakistan
reveals a multi-layered and uneven evolution, one marked by a complex interplay of
technological promise, institutional inertia, regulatory voids, and democratic
vulnerabilities. Drawing from official project documentation, civil society analyses,
comparative international frameworks, and scholarly evaluations, this section discusses
key findings across the three research objectives. While Al technologies offer practical
solutions to long-standing policing deficiencies—such as understaffing, delayed
response times, and poor crime mapping— these innovations, in the Pakistani context,
are marred by a lack of oversight, equity, and clarity of purpose.

Perceived and Actual Benefits of Al in Law Enforcement

In the discourse of law enforcement modernization, Al-driven policing is often
portrayed as a strategic solution to Pakistan’s resource-constrained and overburdened
police forces. The rhetoric surrounding Safe City projects, particularly in Lahore under
the Punjab Safe Cities Authority (PSCA), reflects a broader state narrative that links Al
implementation to better crime control, operational precision, and proactive governance.
Al tools like facial recognition technology (FRT), automated number plate recognition
(ANPR), real-time surveillance, and automated crime detection systems are increasingly
framed as critical “force multipliers” (PSCA, 2019). Indeed, in Lahore, over 8,000 high-
definition cameras are connected to a centralized command and control center,
supported by facial recognition and analytics software. The PSCA reports increased
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capacity to identify and track criminal suspects, recover stolen vehicles, monitor traffic
violations, and coordinate emergency responses through Al-powered alert systems.
Similar efficiencies are reported from the Islamabad Safe City Project, where Al-
supported surveillance aids in situational awareness and management of high-risk zones
(Dawn, 2020).

However, outside of institutional discourses, there exists no empirical (or peer-
reviewed) analysis supporting any long-term crime-deterring effects or meaningful
transformations in police accountability. Though temporary strategic advantage can
possibly be noticed (increased traffic surveillance or a speedy apprehension), the overall
effect on crime patterns, community confidence, and justice provision is questionable.
Furthermore, the success of Al technology is commonly mixed with pre-existing
surveillance or policing potential, so it may be hard to understand the pure effects of Al
measures. Moreover, the use of Al in policing in Pakistan enables the blind exploration
of criminality causes, including socioeconomic deprivation, a lack of access to justice, and
weak rule of law. According to researchers, such as Eubanks (2018) as well as Ferguson
(2019), AI might institutionalize operational policing but cannot resolve systematic
problems such as police abuse, corruption, and community unlegitimacy, an issue that is
particularly acute in Pakistan where the police frequently proceed without any oversight
by civilians and have been charged with extrajudicial means. In this context, Al is in
danger of becoming a folksy fix which patches over rather than fixes deep institutional
problems.

Uneven Implementation of Al across Urban Centers

One of the clearest findings of this study is that the deployment of Al-powered
policing technologies in Pakistan is highly centralized, fragmented, and politically
uneven. Lahore stands as the most technologically advanced city in terms of Al policing
infrastructure, largely due to sustained provincial political support, external
partnerships (particularly with Chinese firm Huawei), and significant public investment
under the PSCA. This initiative has resulted in an expansive surveillance network, real-
time data dashboards, and Al-based analytics for crowd control, traffic management, and
criminal tracking. In Islamabad, the capital’s Safe City Project initially launched with
similar ambitions but has suffered from reported inefficiencies, hardware failures, cost
escalations, and misalighment between federal and local police authorities. Technical
evaluations have revealed underperformance in maintenance and system responsiveness
due to a lack of trained personnel and inter-agency communication (Express Tribune,
2022).

Karachi, Pakistan’s largest metropolis, presents a much more challenging picture.
Despite being a hub for crime and militancy in recent decades, Karachi has not benefited
from coordinated Al policing infrastructure. The city suffers from institutional
fragmentation, with overlapping jurisdictions between city police, Sindh Rangers, and
federal intelligence agencies. Efforts at deploying Al tools remain limited to isolated
interventions —such as mobile surveillance vans, manual facial recognition via mobile
apps, or camera installations in commercial zones —without integration into a centralized
database or analytics platform. This creates a patchwork of capabilities with inconsistent
standards and minimal effectiveness.

More importantly, Al policing initiatives continue to be entirely inaccessible to
smaller cities and rural communities. Lack of one national policy or framework on the
digital policing has resulted in the geographic and governance imbalances, with access
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to modern tools of surveillance depending on the local political orientations and donor
relations. It is a town oriented strategy which places a risk of two tier security i.e. the
areas where only elite areas are placed with technological improvements and the areas
that are not well policed or covers high-risk areas have to either be neglected or applied
traditional method which most of the time is coercive only. Moreover, the excessive use
of external technology suppliers and especially Chinese vendors casts a doubt about data
localization, compatibility of the systems, and sustainability. The lack of bilateral
agreements or technical capacity in these provinces prevents them to independently
work in the field of Al policing, increasing technological dependence and contributing
to reinforcing regional disparities.

Technological, Legal, and Ethical Challenges

The operationalization of Al in the Pakistani policing process shows little
structural success beyond high-profile deployments due to deeply rooted obstacles
impacting the efficacy of the technologies and the democratic passage. In the
technological sector, Pakistan does not have local capabilities in terms of the
development of AI models, the validation of algorithms, and assurances of cyber
security. Safe City surveillance platforms and most other surveillance platforms are
constructed as black-box systems to which neither the police nor oversight institutions
are provided access or insight into the software code, reasoning, or training data. Such a
lack of transparency, further in combination with the lack of independent auditing,
however, increases the likelihood of technical issues, false positives, and algorithmic bias,
which already have been reported in the international setting, including the United States
and United Kingdom (Buolamwini & Gebru, 2018). Devoid of the capability to question
or rectify such biases, there compose a serious risk that the Al policing systems in
Pakistan will disproportionally persecute minority groups that were previously
oppressed (i.e. religious minorities, ethnic minorities, and political dissidents).

Pakistan is in a regulatory abyss as far as the legal front is concerned. Despite
being the most referred cyber law, the Prevention of Electronic Crimes Act (PECA) 2016
lacks any specifications regarding Al, biometric data regulation, or facial recognition
policies. No Data Protection Authority has ever been established, and draft legislation
languishes in a parliamentary cul-de-sac after years. Consequently, no formal
requirements are made to obtain informed consent, or warrants by the judicial authorities
to surveil, and data minimization requirements. This regulatory gap creates the
opportunity of mission creep, meaning that the tools Al applies in the name of public
safety can find a quieter application in political surveillance and protest monitoring, or
profiling because of ideas and beliefs other people hold and hope to escape legal change.
Civil society groups like Digital Rights Foundation (2021) and Human Rights
Commission of Pakistan (2021) have expressed their concern over the potential usage of
facial recognition to target people at political rallies, university, religious events with
little or no transparency or safeguarding procedures in place.

Ethically, ethical questions encapsulate the idea of the expansion of Al
surveillance and its implications of matters relating to the state-citizen status,
informational autonomy, and even the right of anonymity in the open world. The use of
undesirable surveillance mechanisms undermines the freedom of assembly, expression
and privacy convection guaranteed by the Constitution of Pakistan and South Asia
obligations including the International Covenant on Civil and Political Rights (ICCPR).
Making these issues even worse is the fact that people are not educated on Al systems.
The majority of citizens do not know the location of surveillance cameras, with its
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purpose being utilized via facial recognition and still have not been educated regarding
their rights as a human under digital surveillance systems. This leads to dis-
empowerment of the masses not to mention the fact that it interferes with democratic
norms of openness and accountability. Al policing in Pakistan is likely to be even more
of a control mechanism without public deliberation, consent mechanisms, and civic
education on the tool of justice.

Conclusion

The field of law enforcement in Pakistan is undergoing a massive transmutation
by Artificial Intelligence because it is providing opportunities to enhance the
surveillance, detection, and the prevention of crimes in new forms. However, as the given
research shows, the institutional and legal preparedness of the country to adopt such
transformational technology is weak. The example of the Punjab Safe Cities Authority
shows that Al can be used to improve security and emergency operations in cities, but
the fact that there is no regulatory framework, control processes, and transparency
guidelines sounds alarm bells. Al policing has been implemented largely without legal
guidelines, without debate, or external oversight, and thus there is much potential to
abuse Al policing at the risk of the state overreaching its ability resulting in misuse in
already a highly politically polarized society with a track record of excess power by the
state.

The disproportionate availability of Al infrastructure in selected metropolitan
regions is one more threat of widening the regional security and governance gap. In
addition, the dependence on overseas suppliers, in particular, on Chinese technology
suppliers, questions the sovereignty of data and the financial independence of the
country in the long term. In the end, the future of Al-based policing in Pakistan depends
not only on technological potential but, above all, on the ethical and democratic
guidelines of where and how such technologies are used. There is an urgent need to shift
towards the human rights-based model of Al governance that involves transparency and
citizen trust in Pakistan. This will involve the enactment of data protection laws,
establishment of autonomous regulating agencies, sensitizing the civil society in
monitoring, and indigenous technological capabilities. In absence of such actions, the
potential of Al policing will proceed into a surveillance state that risks deteriorating the
basic rights of the citizens in Pakistan as opposed to safeguarding them.

Recommendations

Artificial Intelligence in policing presents both practical advantages in terms of
efficiency and serious implications to privacy, civil liberties, democratic governance, and
institutional integrity. In Pakistan, where the legislative and oversight ecosystem is not
sufficiently developed, the blistering application of Al tools should be supplemented
with sound policy interventions. The proposed measures will encourage an accountable,
lawful, and open Al-based law enforcement procedure.

e Enact a comprehensive national legal framework specifically regulating the use of
Al in law enforcement, with clear definitions, scope, and limitations aligned with
constitutional protections and international human rights standards.

o Establish an independent Data Protection Authority empowered to oversee
biometric data collection, algorithmic decision-making and Al-based surveillance
practices, including mechanisms for redress and public complaints.
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Mandate algorithmic transparency and accountability in all Al systems used by
police, including regular third-party audits, impact assessments, and publication
of performance metrics to ensure fairness, accuracy, and non-discrimination.

Introduce binding requirements for human oversight (“human-in-the-loop”) in all
Al-supported policing decisions, particularly those related to facial recognition,
predictive analytics, and automated criminal profiling.

Ban the use of facial recognition and real-time surveillance technologies in
sensitive contexts such as political protests, religious gatherings, and university
campuses, until adequate safeguards and judicial warrant protocols are in place.

Encourage the development of indigenous Al solutions through public-private

partnerships and academic research, reducing dependence on foreign vendors and
strengthening digital sovereignty.
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